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Motivation

Runtime Enforcement is a lightweight Formal method to monitor the execution of a
system at runtime and ensure its complaince against a set of formal requirements.
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Motivation

Runtime Enforcement is a lightweight Formal method to monitor the execution of a
system at runtime and ensure its complaince against a set of formal requirements.

Property ¢

Enforcer

w {es]e]a]

Input Event

Enforcement Strategies :
m Fred B. Schneider. “Enforceable security policies”
m Jay Ligatti et al. “Edit automata : enforcement mechanisms for run-time
security policies” —— Suppressing and/or Inserting Actions

m Srinivas Pinisetty et al. “On the runtime enforcement of timed properties”
—— Delay Actions

—— Block Execution
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Motivation

Runtime Enforcement is a lightweight Formal method to monitor the execution of a
system at runtime and ensure its complaince against a set of formal requirements.

e {es]e]e]
R CACACA L

Property ¢

Enforcer

Properties under Consideration :
m Roderick Bloem et al. “Shield synthesis : Runtime enforcement for reactive
systems” —— Safe DFA

satisfy ¥

w {es]e]a]

Input Event

Not Satisfyw

[ ]

m Partha Roop et al. “Runtime Enforcement of Cyber-Physical Systems”
—— Discrete Timed Automata

m Francois Hublet et al. “Proactive Real-Time First-Order Enforcement”
—— Metric First-Order Temporal Logic

HSCC 2025 - Irvine, CA, USA

Han Su - ISCAS Runtime Enforcement of CPS against STL



Motivation

Runtime Enforcement is a lightweight Formal method to monitor the execution of a
system at runtime and ensure its complaince against a set of formal requirements.

Property ¢

Enforcer

e {es]e]e]

Input Event

CPS Enforcement Challenges :

m Real-Time Adaptation —— delaying reactions or terminating the
system is not allowed.

m Continuous Time Enforcement —— Discrete time properties are not
suitable.
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Motivation

Runtime Enforcement is a lightweight Formal method to monitor the execution of a
system at runtime and ensure its complaince against a set of formal requirements.

Property ¢

Enforcer

e {es]e]e]

Input Event

CPS Enforcement Challenges :

m Real-Time Adaptation —— delaying reactions or terminating the
system is not allowed.

m Continuous Time Enforcement —— Discrete time properties are not
suitable.

We proposed an automata-based runtime enforcement framework that modifies the
system’s behavior to satisfy the STL properties.
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Overall Idea

s
X STL Formula ¢ :

I
|

l
‘ l

. | i

@S;gnal X 4, Signal | TimedWorde C()T?rfwt;gd :
: Encoding | (t,a9), - . (4 9 | Transducer I
l

|
\ Transform STLto TT :

Timed Transducer A,

(

Enforcer

Output Signal o |= ¢
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Overall Idea

l STL Formula ¢

|
I
|
I
I l !
|
I
! l
signalx ! A Timed Word Construct |
( : )74“ E?gré.iarl‘ = Timed |
: 0CiNg | (to, a0). -+ (4 %) | Transducer I
I
I
|
\

Timed Transducer A,

(

Enforcer

Output Signal o |= ¢

Constructing a Timed Transducer A, from the given STL formula ¢.
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! l
signalx ! A Timed Word Construct |
( : )74“ E?gré.iarl‘ = Timed |
: 0CiNg | (to, a0). -+ (4 %) | Transducer I
I
I
|
\

Timed Transducer A,

(

Enforcer

Output Signal o |= ¢

Constructing a Timed Transducer A, from the given STL formula ¢.
Enforcing a signal x using the TT A,,.
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Problem Statement
°

Signal Temporal Logic

Syntax and Semantics of STL

Signal Temporal Logic (STL)

pu=T | pX) | o1 Apa | prldipa | —p
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Problem Statement
°

Signal Temporal Logic

Syntax and Semantics of STL

Signal Temporal Logic (STL)

pu=T | pX) | o1 Apa | prldipa | —p

xHET

(%, 8 = p(x) iff - p(x(6) >0

(xﬁ t) ': 1N p2 iff (X7 t) ‘: P1 and (x? t) ': P2

(X, 8) = p1la 5 P2 iff 3¢ et+at+b], (xt)Ep2,

and V&' € [6, ], (x, t") E 1)
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Problem Statement
°

Signal Temporal Logic

Syntax and Semantics of STL

Signal Temporal Logic (STL)

pu=T | pX) | o1 Apa | prldipa | —p

Negations appear only
adjacent to predicates

STL in Negation Normal Form (NNF)

pu=T | L[pX) [ =pX) ]| p1Vea|erAps|erilhips | p1Rip2
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Problem Statement
°

Signal Temporal Logic

Syntax and Semantics of STL

Signal Temporal Logic (STL)

pu=T | pX) | o1 Apa | prldipa | —p

Negations appear only
adjacent to predicates

STL in Negation Normal Form (NNF)

pu=T | L[pX) [ =pX) ]| p1Vea|erAps|erilhips | p1Rip2

(%0 = o1ldjgppz  IfFf 3 €t+at+b], ((xt)E 2,
and V' € [£, ], (x, t) |= ¢1)

(%0 E e1Rgnp2 IFf VU et+at+b], ((xt)E 2,
or A" € [t ],(x,t") E ¢1)
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Problem Statement
°

Signal Temporal Logic

Syntax and Semantics of STL

Signal Temporal Logic (STL)

pu=T | pX) | o1 Apa | prldipa | —p

Negations appear only equivalent
adjacent to predicates

STL in Negation Normal Form (NNF)
pu=T | L[pX) [ =pX) ]| p1Vea|erAps|erilhips | p1Rip2
Non-nested STL in NNF

¢ =T | p(x) | =p(X) | ¢1 A2 | ¢1V ¢2,
p = gilhip2 | d1Rid2 | 1 A2 | w1 V2,

(%0 = o1ldjgppz  IfFf 3 €t+at+b], ((xt)E 2,
and V¢’ € [6, ], (x, t") E ¢1)

(%0 E e1Rgnp2 IFf VU et+at+b], ((xt)E 2,
or A" € [t ],(x,t") E ¢1)
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Problem Statement
[ ]

Timed Transducer

Timed Transducer : Timed Automata with Output

A minimum delay of 5 time units between any two read file requests.
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Problem Statement
[ ]

Timed Transducer

Timed Transducer : Timed Automata with Output

A minimum delay of 5 time units between any two read file requests.

U

Timed Automata (TA)
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Problem Statement
[ ]

Timed Transducer

Timed Transducer : Timed Automata with Output

A minimum delay of 5 time units between any two read file requests.

U

Timed Automata (TA)

lo,l, b
b

read file - r, write file - w

b, b
shown in the figure
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Problem Statement
[ ]

Timed Transducer

Timed Transducer : Timed Automata with Output

A minimum delay of 5 time units between any two read file requests.

U Add Output
Timed Automata (TA) {T,1}

Timed Transducer (TT)

lo,l, b
b

read file - r, write file - w

b, b
shown in the figure
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Problem Statement
[ ]

Timed Transducer

Timed Transducer : Timed Automata with Output

A minimum delay of 5 time units between any two read file requests.

U Add Output
Timed Automata (TA) {T,1}

Timed Transducer (TT)

wl|T wl|T wl| L

lo,l, b
b

read file - r, write file - w

b, b
shown in the figure
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Problem Statement
[ ]

Timed Transducer

Timed Transducer : Timed Automata with Output

A minimum delay of 5 time units between any two read file requests.

U Add Output Fimed Transducer (1T)
imed Transducer
Timed Automata (TA) {T,L1}
w w w Wit Wit it
B . r, ;:0\*\//% ne<s| Lo

@ rc:=0 )@ rc< NG (fl(i) ,1% M b
stIrt r,c>5c:=0 r start reEsemolt "

bl b b, 4,k

{07 b lo

read file - r, write file - w
Output Alphabet: T, L
o, b .o
sl‘:own in the figure . shown in the F!gure
Output Functions : shown in the figure

read file - r, write file - w
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Problem Statement
[ ]

Timed Transducer

Timed Transducer : Timed Automata with Output

A minimum delay of 5 time units between any two read file requests.

U Add Output
Timed Automata (TA) {T,L1}
wl|T wl|T wl| L
w w w
B . r, ;:0\*\//% ne<s| Lo
@ rc:=0 )@ rc< NG (fl(i) ,1% M b

3 start ncz5,c=0[T riL

Timed Transducer (TT)

start rcz5,c:=0

lo,li, b

b, b, b .

b
read file - r, write file - w

Output Alphabet: T, L

0. [ {07 ll

051 shown in the figure

Output Functions : shown in the figure

T : current input may lead to an accepted run;
Lz current input definitely leads to an unacceptable run.

read file - r, write file - w

shown in the figure
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Problem Statement
°

Runtime Enforcement

Problem Formulation - Constraints on Enforcer

Given: X-set of signals; ¢ -STL formula.

Aim: Synthesize E, : X — Xto satisfy the following constraints :

m Soundness:
Vx € X, Ex(X) E o,

m Transparency:
VXEX, X = Ey(X) =X,

= Minimal ModiFication :

Vx € X, X~ = E,(X) =argmin ||x— o|[s,
0c0

where 0= {o| o0 = ¢ A |x| = |0|}, | x| is the length of a signal, and
[|x — ol|s ::= max; || x(£) — o(t)|| is the distance between signals, with
|| - || being the Euclidean norm in R”.
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S G

VXeEX X ¢ = E (X) =X,

m Transparency:

m Minimal Modification :
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Problem Statement
°

Runtime Enforcement

Problem Formulation - Constraints on Enforcer

Given: X-set of signals; ¢ -STL formula.

Aim: Synthesize E, : X — Xto satisfy the following constraints :

m Soundness:
Vx e X, E,(x) = o,

m Transparency :
VXeX, Xl=p = Ey(X) =X,

m Minimal ModiFication :

Vx e X, X~ = E,(X) =argmin ||x— 0|[s,
0c0

oF ¢
0 t

Minimize the maximum distance
between xand o
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Automata-based RE against STL
000

Signal Encoding

Signal Encoding : Variable Points + Relevant Points

I STL Formula ¢
| ‘l

|

|

|

|

I

I

|

|

|

Signal x ‘ Signal Timed Word o I
a |

< : ) Encoding (tg,a0), -+ (Y ag) |
|

|
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Automata-based RE against STL
oceo

Signal Encoding

Variable Points piteeetat 2015

Avariable point is where the truth value of a predicate regarding the signal changes.
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Automata-based RE against STL
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Signal Encoding

Variable Points piteeetat 2015

Avariable point is where the truth value of a predicate regarding the signal changes.

Predicate p; :
X1 —07>0

Han Su - ISCAS Runtime Enforcement of CPS against STL HSCC 2025 - Irvine, CA, USA 8/26



Automata-based RE against STL
oceo

Signal Encoding

Variable Points piteeetat 2015

Avariable point is where the truth value of a predicate regarding the signal changes.

Predicate p; :
X1 —07>0

Han Su - ISCAS Runtime Enforcement of CPS against STL HSCC 2025 - Irvine, CA, USA 8/26



Automata-based RE against STL
oceo

Signal Encoding

Variable Points piteeetat 2015

Avariable point is where the truth value of a predicate regarding the signal changes.

Predicate p; :
X1 —07>0

t=0.5,2.2,3.2,4.5
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Automata-based RE against STL
oceo

Signal Encoding

Variable Points piteeetat 2015

Avariable point is where the truth value of a predicate regarding the signal changes.

Predicate p; :
X1 —07>0

£=0.5,2.2,3.2,4.5

The truth value of p; (x; (£)) remains constant within each open interval
(0.5,2.2), (2.2,3.2), (3.2,4.5)!
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Automata-based RE against STL
oceo

Signal Encoding

Variable Points piteeetat 2015

Avariable point is where the truth value of a predicate regarding the signal changes.

Predicate p; :
X1 —07>0

£=0.5,2.2,3.2,4.5

The truth value of p; (x; (£)) remains constant within each open interval
(0.5,2.2), (2.2,3.2), (3.2,4.5)!
Signal x; Encoding
_—

Freelo m Timed Word: (0.5, p1), (2.2, —p1), (3.2, p1), (4.5, —p1)
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Automata-based RE against STL
oceo

Signal Encoding

Variable Points piteeetat 2015

Avariable point is where the truth value of a predicate regarding the signal changes.

STL Formula: P1U[4,5P2
X1
0 Predicate p; :

0.7 X1 —07>0

t=0.5,2.2,3.2,4.5

3
Predicate ps :
X2 —05>0

; E=1.2,4.7

Signal (x1,x2)  Encoding (0.5, p1 A p2), (1.2, p1 A—p2),(2.2,=p1 A —p2),
_—
STL p1U(4,5)P2 (3.2, p1 A=p2), (1.5, 2p1 A=p2), (1.7, 2p1 A p2)
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Automata-based RE against STL
oceo

Signal Encoding

Variable Points piteeetat 2015

Avariable point is where the truth value of a predicate regarding the signal changes.

X1

0.7

4

STL Formula:plu[4,5]p2

Predicate p; :
X1 —07>0

t=0.5,2.2,3.2,4.5

3
Predicate ps :
X2 —05>0

; E=1.2,4.7

Signal (x1,x2)  Encoding (0.5, p1 A p2), (1.2, p1 A—p2),(2.2,=p1 A —p2),
_—
STL p1U(4,5)P2 (3.2, p1 A=p2), (1.5, 2p1 A=p2), (1.7, 2p1 A p2)

Does that provide sufficient information for enforcing compliance of an STL
property?
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Automata-based RE against STL
oceo

Signal Encoding

Variable Points piteeetat 2015

Avariable point is where the truth value of a predicate regarding the signal changes.

X1

0.7

4

STL Formula:plu[4,5]p2

Predicate p; :
X1 —07>0

t=0.5,2.2,3.2,4.5

3
Predicate ps :
X2 —05>0

; E=1.2,4.7

Signal (x1,x2)  Encoding (0.5, p1 A p2), (1.2, p1 A—p2),(2.2,=p1 A —p2),
_—
STL p1U(4,5)P2 (3.2, p1 A=p2), (1.5, 2p1 A=p2), (1.7, 2p1 A p2)

Does that provide sufficient information for enforcing compliance of an STL
property? NO! Information for t € (0,0.5) — (—p1 A p2) —is missing!
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Automata-based RE against STL
[oe] )

Signal Encoding

Relevant Points

. Interval boundaries of the given Formula
Relevant points . . .
Initial instant of the given signal

Given an STL formula ¢, the set of relevant points rp(i) is inductively defined by :

p(T) =0, p(p1 Aw2) = rp(p1) U rp(p2),
p(p(x)) = {0}, rp(e1 V @2) = rp(w1) U mp(p2),
p(p1le, t,1p2) = {t1, b2} U p(p1) U rp(ip2),
P(P1 Rt t]2) = 11, b2} U rp(1) U rp(p2).
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Automata-based RE against STL
[oe] )

Signal Encoding

Relevant Points

. Interval boundaries of the given Formula
Relevant points . . .
Initial instant of the given signal

Given an STL formula ¢, the set of relevant points rp(i) is inductively defined by :

p(T) =0, p(p1 Aw2) = rp(p1) U rp(p2),
p(p(x)) = {0}, rp(e1 V @2) = rp(w1) U mp(p2),
p(p1le, t,1p2) = {t1, b2} U p(p1) U rp(ip2),
P(P1 Rt t]2) = 11, b2} U rp(1) U rp(p2).

L L + L L L
0 05 2.2 3.2 4 4.5 5 0 1.2 4 4.7 5

timestamps( 0 (rm )( 1.2 ) 2.2 ( 3.2 ) 4 )( 4.5 ) 4.7 ) 5
actions Spr APz J\PL AP \P1 AP ) \mpr A=p2 J\pi A=pa J\p1 Apa ) \mp1 A=pe J\mp1 Ap2 ) \mp1 Ape
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Automata-based RE against STL
@000

Compositional Construction of TT

Construction of TT: A;; + Ax + Composition

STL Formula ¢

l

Timed Word & COI'.IStFUCt
Timed
(t0-d0)> -+ > (&> %) | Transducer

Timed Transducer A,
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Automata-based RE against STL
0e00

Compositional Construction of TT

Timed Transducer for piU¢, ¢,1p2

start

J
®®
> >
e J
P R
S
PiAp bl Sc<b|T INIA
“pLApti < c< b Ly @Dﬁn
3 A
prA-pa,C=tr| Ly, ,G"’/“\r
—pr AP c=1b | Ly ALy, b
ST A

Ay
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Automata-based RE against STL
0e00

Compositional Construction of TT

Timed Transducer for piU¢, ¢,1p2

start

STL: D1U[4’5]p2, with
mpr=x—-07>0,
W py=Xxg—0.5>0.

—prc<ty| Ly

PiAPt<c<b|T
“prApa bt S c< by | Ly,
PLA=pa,C=t | Lp,

“p1A—pa,c=1by | Ly ALy,

Timed Word : (0, -p; A p3), (0.5,p1 A

p2), (1.2, p1 A =p2), (2.2, ~p1 A

—p2), (3.2, p1 A =p2), (4,p1 A =p2), (4.5, =pp A
—p2), (4.7, =p1 A p2), (5, =p1 A p2)

T |2 >0 yiede v Ide
118 >5>1ed-vid

Ay

Runtime Enforcement of CPS against ST!



Automata-based RE against STL
0e00

Compositional Construction of TT

Timed Transducer for piU¢, ¢,1p2

start

STL: p1U[4’5]p2, with
mpr=x—-07>0,
W py=Xxg—0.5>0.

—prc<ty| Ly

PiAPt<c<b|T
“pLAP2, i < c< b | Ly
pLA=pa,c=1t| Ly,

—p1A=p2, =t | Ly ALy,

Timed Word : (0, -p; A p3), (0.5,p1 A

p2), (1.2, p1 A =p2), (2.2, ~p1 A

—p2), (3.2, p1 A =p2), (4, p1 A —=p2), (4.5, =pp A
—p2), (4.7, =p1 A p2), (5, =p1 A p2)

T |8 >0 S giede v Ide
118 >5>1ed-vid

Ay
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Compositional Construction of TT

Automata-based RE against STL
0e00

Timed Transducer for piU¢, ¢,1p2

start

—prc<ty| Ly

PrAPs b Sc< | T
P APt < c< by | Ly

STL: p1U[4’5]p2, with
mpr=x—-07>0,
W py=Xxg—0.5>0.

PLA-paC=b| Ly,
—p1A=p2, =t | Ly ALy,

Ay

0,=p1 Ap2
=

Timed Word : (0, -p; A p3), (0.5,p1 A

p2), (1.2, p1 A =p2), (2.2, ~p1 A

—p2), (3.2, p1 A =p2), (4, p1 A —=p2), (4.5, =pp A
—p2), (4.7, =p1 A p2), (5, =p1 A p2)

T |8 >0 S giede v Ide
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Automata-based RE against STL
0e00
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start

—prc<ty| Ly

PrAPs b Sc< | T
P APt < c< by | Ly

STL: p1U[4’5]p2, with
mpr=x—-07>0,
W py=Xxg—0.5>0.

PLA-paC=b| Ly,
—p1A=p2, =t | Ly ALy,

Ay

0,=p1 Ap2 @
=
Lo

Timed Word : (0, -p; A p3), (0.5,p1 A

p2), (1.2, p1 A =p2), (2.2, ~p1 A
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Automata-based RE against STL
0e00

Compositional Construction of TT

Timed Transducer for piU¢, ¢,1p2

start

STL: p1U[4’5]p2, with
mpr=x—-07>0,
W py=Xxg—0.5>0.

—prc<ty| Ly

PiAPt<c<b|T
“pLAP2, i < c< b | Ly
pLA=pa,c=1t| Ly,

—p1A=p2, =t | Ly ALy,

Timed Word : (0, -p; A p3), (0.5,p1 A

p2), (1.2, p1 A =p2), (2.2, ~p1 A

—p2), (3.2, p1 A =p2), (4, p1 A —=p2), (4.5, =pp A
—p2), (4.7, =p1 A p2), (5, =p1 A p2)

T |8 >0 S giede v Ide
118 >5>1ed-vid
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Loy T
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Automata-based RE against STL
0e00

Compositional Construction of TT

Timed Transducer for piU¢, ¢,1p2

start

STL: p1U[4’5]p2, with
e mpr=x—-07>0,
W py=Xxg—0.5>0.

—prc<ty| Ly

J t
®®
> >
J ]
%
b»—'?' t
PLAp, b ScS b | T IAIA
@ “pLAP, << b | Ly, @Dx/ﬁ\ Timed Word : (0, -p; A p3), (0.5,p1 A
PLA—DP2 =t | Ly, o P2), (1.2,p1 A =p2), (2.2, =p1 A
—p1A=p2, =t | Ly ALy, il —p2), (3.2, p1 A =p2), (4,p1 A —=p2), (4.5, 7p1 A
ST B4 —p2), (4.7, =p1 A p2), (5, =p1 A p2)

Ay

0,=p1 Ap2 @ 0.5,p1 Ap2 @
i T
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Automata-based RE against STL
0e00

Compositional Construction of TT

Timed Transducer for piU¢, ¢,1p2

start

1 STL: p1ljy 5) P2, With
e mpr=x—-07>0,
ol L, mp=x—05>0.

pr.c<tb|T
—prc<ty| Ly

J t
®®
> >
J
BN k?.vé
E’»—'T t
PLAp, b ScS b | T IAIA
“pLAP, << b | Ly, @Dx/ﬁ\ Timed Word : (0, -p; A p3), (0.5,p1 A
PLA—DP2 =t | Ly, o p2), (1.2, p1 A =p2), (2.2, ~p1 A
—p1A=p2, =t | Ly ALy, il —p2), (3.2, p1 A =p2), (4,p1 A —=p2), (4.5, 7p1 A
ST B4 —p2), (4.7, =p1 A p2), (5, =p1 A p2)

Ay

0,=p1 Ap2 @ 05P1/\P2 @_) 4P1/\ﬁP2
il R
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Compositional Construction of TT

Timed Transducer for piU¢, ¢,1p2

start

1 STL: p1ljy 5) P2, With
e mpr=x—-07>0,
ol L, mp=x—05>0.

pr.c<tb|T
—prc<ty| Ly

J t
®®
> >
J
BN k?.vé
E’»—'T t
PLAp, b ScS b | T IAIA
“pLAP, << b | Ly, @Dx/ﬁ\ Timed Word : (0, -p; A p3), (0.5,p1 A
PLA—DP2 =t | Ly, o p2), (1.2, p1 A =p2), (2.2, ~p1 A
—p1A=p2, =t | Ly ALy, il —p2), (3.2, p1 A =p2), (4,p1 A —=p2), (4.5, 7p1 A
ST B4 —p2), (4.7, =p1 A p2), (5, =p1 A p2)

Ay

0,=p1 Ap2 @ 05P1/\P2 @_) 4P1/\ﬁP2 @
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Automata-based RE against STL
0e00

Compositional Construction of TT

Timed Transducer for piU¢, ¢,1p2

start

STL: p1U[4’5]p2, with
Lt EX1—0.720,
ol L, ®py=x3—0.5>0.

pr.c<tb|T
—prc<ty| Ly

J t
®®
> >
J
BN k?.vé
E’»—'T t
PLAp, b ScS b | T IAIA
“pLAP, << b | Ly, @Dx/ﬁ\ Timed Word : (0, -p; A p3), (0.5,p1 A
PLA—DP2 =t | Ly, o p2), (1.2, p1 A =p2), (2.2, ~p1 A
—p1A=p2, =t | Ly ALy, il —p2), (3.2, p1 A =p2), (4,p1 A —=p2), (4.5, 7p1 A
ST B4 —p2), (4.7, =p1 A p2), (5, =p1 A p2)

Ay

0,=p1 Ap2 @ 0.5,p1 Ap2 @_) 4,p1 A—p2 @_> 4.7,2p1 \p2
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Automata-based RE against STL
0e00

Compositional Construction of TT

Timed Transducer for piU¢, ¢,1p2

start

STL: p1U[4’5]p2, with
Lt EX1—0.720,
ol L, ®py=x3—0.5>0.

pr.c<tb|T
—prc<ty| Ly

J t
®®
> >
J
BN k?.vé
E’»—'T t
PLAp, b ScS b | T IAIA
“pLAP, << b | Ly, @Dx/ﬁ\ Timed Word : (0, -p; A p3), (0.5,p1 A
PLA—DP2 =t | Ly, o p2), (1.2, p1 A =p2), (2.2, ~p1 A
—p1A=p2, =t | Ly ALy, il —p2), (3.2, p1 A =p2), (4,p1 A —=p2), (4.5, 7p1 A
ST B4 —p2), (4.7, =p1 A p2), (5, =p1 A p2)

Ay

0,=p1 Ap2 @ 0.5,p1 Ap2 @_) 4,p1 A—p2 @_> 4.7,2p1 \p2
e — e — 5
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Automata-based RE against STL
0e00

Compositional Construction of TT

Timed Transducer for piU¢, ¢,1p2

1 STL: p1ljy 5) P2, With
e mpr=x—-07>0,
im0 Lo Hpy=Xx2—0.52>0.

J t
®®
> >
J
N R
b»—'?’ t
PLAp, b ScS b | T IAIA '
“pLAP, << b | Ly, @Dx/ﬁ\ Timed Word : (0, -p; A p3), (0.5,p1 A
PLA—DP2 =t | Ly, o P2), (1.2,p1 A =p2), (2.2, =p1 A
—p1A=p2, =t | Ly ALy, il —p2), (3.2, p1 A =p2), (4,p1 A —=p2), (4.5, 7p1 A
ST B4 —p2), (4.7, =p1 A p2), (5, =p1 A p2)

Ay
Proposition

Let x be a signal and o denote its encoded timed word against the STL formula

P1U¢, ¢, P2- Define w as the timed word where all event actions are T. The following
equivalence is then established :

ﬂAu]](U’) =wT << X '= P1U[t1,t2]P2
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Automata-based RE against STL
[e]e] o]

Compositional Construction of TT

Timed Transducer for R,

start

“pne=01T TT for pr Rt ,e,1P2 ¢
<t | T mL={lb, b, b, L};
ml=10b;

m C={c};
nY={p1,p2};
mA={T,Lp,L1p};
u FZ{IQ}.

prApr bt <c<b|T

piA-p2 bt Sc< b Ly, @D
3
—prA-pzc=1b | Ly,
—p1Apa,c=1b |7
Ar

L& >55 1y td-
W7 >0 giade v Tde
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Automata-based RE against STL
[e]e] o]

Compositional Construction of TT

Timed Transducer for R,

ijhc::m’ TT For P1R(t,,t,]P2 ¢

mL={lb, b, b, L};
ml=1lb;
m C={c};
J
© .
3% B Y= {p1,p2};
>
NS gT mA={T,Lp,L1p};
APt Sc<b|T o m F={b}.
piA-p2 bt Sc< b Ly, @p‘f‘ﬁ {2}
—prA-pzc=1b | Ly, 2 ﬁﬁ
—PLAP2C=t | T i
ST n &

Let x be a signal and o denote its encoded timed word against the given STL formula

P1R{¢, ] P2- Let w be defined as before. The following equivalence is then
established :

[AR](0) = wT <= X|E PR P2

Han Su - ISCAS
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Automata-based RE against STL

[e]e]e] ]

Compositional Construction of TT

Composition between TT

Given two TTs

Ar = (L1, &,C1,81,A1, A1, 01, F1) and
Az = (La, 1%,02722,A27A2,>\2,F2). the
A-product automaton

.Al XA .AQ n= (L, IQ,C,E,A,A,)\,F),
where

mL=1L; x Lo,

== (4, 8),

m C=C1UCy,

m Y =31 U3y,

B A=A UA;,

m 5= ((l,k),(a,a),91 A g2,Ci U

Ch, (4, 1)) € Aff

01 = (11, al,gl,Ci, (/1) € Ay and
62 = (k, a2, 92,C5, ) € Ao,
A(0) = A1 (61) A A2(d2),

B F=F X F.

Given two TTs
A1 = (L1, §,C1, %1, A1, A1, A1, F1) and
Az = (L2, [(%7C2,227A2,A2,>\2,F2). the
v-product automaton
A xv Az == (L, C, 5, A A N F),
where
mL= 1_1 X L2,
ml= (((1)7 %)'
mC=CUCo
Y =3UXo,
A=A UAo,
mb= (([17 12)7 (alv 02)7g1 N g2aci ) Cé7
(4,8)) € AfF
01 =(b,a1,91,C1, 1) € Ay and
b2 = (b, a2,92,C5, 1) € Ag,
| )\(5) = )\1(51) \Y )\2(52),
mF= (F1 X Lg) U (L1 x F2).
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Automata-based RE against STL

[e]e]e] ]

Compositional Construction of TT

Composition between TT

Given two TTs

Ar = (L1, &,C1,81,A1, A1, 01, F1) and
Az = (La, 1%,02722,A27A2,>\2,F2). the
A-product automaton

Al XA Ag = (L, IQ,C,E,A,A,)\,F),
where

mL=1L; x Lo,

== (4, 8),

m C=C1UCy,

m Y =31 U3y,

BA=AUAs,

m)= ((11, 12),(01, 02)791 /\92701 U
Ch, (4, 1)) € Aff
01 = (ll,al,gl,Ci,(/l) € Ay and
02 = (k,a2,92,Ch, ) € Ao,

Given two TTs

.Al = (L1, F,Cl,El,Al,AI,)\l,Fl) and
Az = (L2, é,C2,22,A2,A2,)\2,F2). the
v-product automaton

Ai xyv A2 == (L, b, C, 2, A, AN F),
where

mL= 1_1 X L2,

| | 10 = (((1), %),

mC=CUCo

Y =3UXo,

A=A UAo,

m 5= ((h,k),(a1,a2),91 A g2,C UCS,
(L, 1)) € AFf
51 = ([1,01,g1,Ci,[/1) c Al and
b2 = (b, a2,92,C5, 1) € Ag,

| ] )\(5) = )\1(51) N )\2(52),
mF= F1 X FQ.

= A0 = M50V A (52,
mF=(F X L) U (L1 X F).
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Automata-based RE against STL
{ Jele]e]

Automata-based RE

Automata-Based Runtime Enforcement

Signal x

Timed Transducer A,

Enforcer

v
Output Signal o |=
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Automata-based RE against STL
0@00

Automata-based RE

Minimal Modification of Signal : Optimization-Based

A L p, output = the truth value of p; should be flipped.

Han Su - ISCAS Runtime Enforcement of CPS against STL HSCC 2025 - Irvine, CA, USA 15/26



Automata-based RE against STL
0@00

Automata-based RE

Minimal Modification of Signal : Optimization-Based

A L p, output = the truth value of p; should be flipped.
m Constructing replaced variable x{xPx /y] :

XL o= {x1, X, Xm}, -+, XPk = {Xm, Xmi1,Xn}
p1 = p1(X1, X2, Xm) 20, -+, P = pip(Xm, Xm+-1, Xn) > 0
X = X1,X27X37“',Xm7Xm+17"'7Xn—1an)
X[X‘Dk/y}Z(Xqu,Xsw“,yl ) ,"'7Xn71,y3)
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Automata-based RE against STL
0@00

Automata-based RE

Minimal Modification of Signal : Optimization-Based

A L p, output = the truth value of p; should be flipped.
m Constructing replaced variable x{xPx /y] :

XL o= {x1, X, Xm}, -+, XPk = {Xm, Xmi1,Xn}
p1 = p1(X1, X2, Xm) >0, -+, p = pux(Xm, Xm+-1, %) > 0
X = (X1,X27X37“',Xm7 Xm+17"'7Xn—1,Xn>
X[X‘Dk/y}Z(XLX%XS,”',yl ) ,"'7Xn71,y3)

m Solve the optimization problem Modify (x, input action a, output action b, ¢) :
Minimize: ||y — xP||
Subjectto: wui(X[x’/y]) >0, Vp;€ a,
ni(X[(xPk/y]) <0, V-p; € aq,
L) = 0,

M

where x is > if —p, € aand x is < otherwise.
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Automata-based RE against STL
{e]e] o]

Automata-based RE

Minimal Modification : Example

STL Formula: P1U[4,51 P2, withp; =x; —0.7>0, po=x2 —0.5>0.
Signal x = (x1, x2):

Inputat £ = 0:(0,-p1 A p2);
Outputat é =0:_1p,.
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Automata-based RE against STL
{e]e] o]

Automata-based RE

Minimal Modification : Example

STL Formula: P1U[4,51 P2, withp; =x; —0.7>0, po=x2 —0.5>0.

Signal x = (x1, x2):

Inputat £ = 0:(0,-p1 A p2);
Outputat é =0:_1p,.

Replaced Variable : x[x"1 /y] = (y,0.71)
Optimization Problem :
Minimize: ||y — 0.5]|
Subjectto: 0.71—0.5 >0,
y—0.72>0,
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Automata-based RE against STL
{e]e] o]

Automata-based RE

Minimal Modification : Example

STL Formula: P1U[4,51 P2, withp; =x; —0.7>0, po=x2 —0.5>0.
Signal x = (x1, x2):

Inputat £ = 0:(0,-p1 A p2);
Outputat é =0:_1p,.

Replaced Variable : x[x"1 /y] = (y,0.71)
Optimization Problem :
Minimize: ||y — 0.5]|
Subjectto: 0.71-05>0, =— y=0.7
y—0.72>0,
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Automata-based RE against STL
(eJele] ]

Automata-based RE

Algorithm and Theoretical Results

Signal Encoding

"Algorithm 1: SignEncode(¢) Runtime Enforcement
Require : ¢: STL formula Algorithm 2: Algorithm Enforcer E, (x)
Ensure :o0: time word encoded from x 1 Ay « TT constructed from ¢ ;

1 Rele « rp(¢p), Vari « vo(p), Pred « pd(¢p);

2 while true do

3 x « await_signal();

1 t « current_time() ; // Get the current time t
5 CurrPred « Truth values of predicates p € Pred with

2 currState « [, c:=0];
3 while true do
4 (t,a) « event emitted by Alg. 1;
5 currState, b = make_transition g, (currState, t,a);
6 if b # T then
respect to x at f; 7| | x(t) = Modify(x(2), a, b, ¢);
6 if x(t) € Vari ort € Rele then

7 | Emit (¢, CurrPred); 8 | releasex;

nSu - ISCAS Runtime Enforcement of CPS against S 25 - Irvine, CA, USA 17/26



Automata-based RE against STL
(eJele] ]

Automata-based RE

Algorithm and Theoretical Res

Signal Encoding

Algorithm 1: SignEncode(¢) Runtime Enforcement

Require: ¢: STL formula Algorithm 2: Algorithm Enforcer E, (x)

Ensure :0: time word encoded from x
1 Rele « rp(¢p), Vari « vo(p), Pred « pd(¢p);
2 while true do
3 x < await_signal();
1 t « current_time() ; // Get the current time t
5

1 Ay « TT constructed from ¢ ;

2 currState « [, c:=0];

3 while true do

4 (t,a) « event emitted by Alg. 1;

; " 5 currState, b = make_transition g, (currState, t,a);
CurrPred « Truth values of predicates p € Pred with . if b # T then
respect to x at f; 7| | x(t) = Modify(x(2), a, b, ¢);
3 if x(t) € Vari ort € Rele then 1 .
7 L Emit (, CurrPred); 8 release x;

Given an STL formula ¢ and a signal x, the enforcer E, in Alg. 2 can enforce x to satisfy
o, while ensuring that the soundness, transparency, and minimal modification
conditions are met.
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Automata-based RE against STL
(eJele] ]

Automata-based RE

Algorithm and Theoretical Res

Signal Encoding

Algorithm 1: SignEncode(¢) Runtime Enforcement

Require: ¢: STL formula Algorithm 2: Algorithm Enforcer E, (x)

Ensure :0: time word encoded from x
1 Rele « rp(¢p), Vari « vo(p), Pred « pd(¢p);
2 while true do
3 x < await_signal();
1 t « current_time() ; // Get the current time t
5

1 Ay « TT constructed from ¢ ;

2 currState « [, c:=0];

3 while true do

4 (t,a) « event emitted by Alg. 1;

; " 5 currState, b = make_transition g, (currState, t,a);
CurrPred « Truth values of predicates p € Pred with . if b # T then
respect to x at f; 7| | x(t) = Modify(x(2), a, b, ¢);
3 if x(t) € Vari ort € Rele then 1 .
7 L Emit (, CurrPred); 8 release x;

Given an STL formula ¢ and a signal x, the enforcer E, in Alg. 2 can enforce x to satisfy
o, while ensuring that the soundness, transparency, and minimal modification
conditions are met.

m Soundness : The output event L, - How to modify the input action to get the
output action T.

m Transparency : The output event T - Leave the input action unchanged.
= Minimal Modification : The construction of the optimization problem.
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Automata-based RE against STL
L Je]

Experimantal Evaluation

Experimantal Evaluation

Table 2: Experimental results with varying violation points in the signal

Safe stopping of AVs Safe charging of AVs Safe deceleration of AVs

#v
len(o) time(ms) len(o) time(ms) len(o) time(ms)

2 8 0.077 7 0.079 9 0.111
4 12 0.078 11 0.091 13 0.131
6 16 0.138 15 0.113 17 0.169
8 16 0.099 19 0.175 21 0.209
10 22 0.132 21 0.182 23 0.218
12 22 0.135 23 0.170 22 0.238
14 28 0.196 24 0.181 27 0.284
16 32 0.175 33 0.247 25 0.244
18 26 0.148 31 0.236 35 0.339
20 24 0.142 29 0.216 27 0.268

len(o): the length of time word encoded from the signal; #0: the number of violation points in signal
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Automata-based RE against STL
o] ]

Experimantal Evaluation

Wxperimental Evaluation

m Safe Charging of Autonomous Vehicles (3 violation points)

Original signal vs. Corrected signal Original signal vs. Corrected signal

—— Corrected signal
Original signal s

—— Corrected signal
Original signal

signal voltage

signal current

Runtime Enforcement of CPS against ST!



Concluding Remarks
®000000

Summary

Summary

m Contribution:

m This work proposed a method to encode dense time signals into timed words while
preserving the information required to adjust the compliance of the signals with STL
formulas.

m This work introduced a uniform approach to construct timed transducers against STL
formulae, enabling these transducers to enforce the compliance of the STL formula on
the input timed word.

m This work developed a method to minimally modify the signal to ensure its
satisfaction against the given STL formula
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Concluding Remarks
®000000

Summary

Summary

m Contribution:

m This work proposed a method to encode dense time signals into timed words while
preserving the information required to adjust the compliance of the signals with STL
formulas.

m This work introduced a uniform approach to construct timed transducers against STL
formulae, enabling these transducers to enforce the compliance of the STL formula on
the input timed word.

m This work developed a method to minimally modify the signal to ensure its
satisfaction against the given STL formula

= Future Work :

m Extend the range of STL formulae to include nested STL formulae.
m Explore the possibility of bi-direction enforcement process to improve efficiency.
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Efficiency Evaluation

m Safe Stopping of Autonomous Vehicles : (v < 30)U5 1) (v = 0)
= Safe Charging of Autonomous Vehicles: (V = 4.2)R 3 10;(/ < 10)

m Safe Deceleration of Autonomous
Vehicles :(w < 30)U5 10)(w = 0) A (m < 30)U[5, 10)(m = 0)
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Efficiency Evaluation

= Safe Stopping of Autonomous Vehicles : (v < 30)U5 1) (v = 0)

signal speed

Original signal vs. Corrected signal

—— Corrected signal
35 Original signal

a 6
Time (seconds)

= Safe Charging of Autonomous Vehicles: (V = 4.2)R 5 10)(/ < 10)
m Safe Deceleration of Autonomous

Vehicles :(w < 30)U5, 10](W = 0) A (m < 30)U[5,10(M = 0)
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Efficiency Evaluation

m Safe Stopping of Autonomous Vehicles : (v < 30)U(5, 1) (v = 0)
m Safe Charging of Autonomous Vehicles: (V= 4.2)R(3,10](/ < 10)

Original signal vs. Corrected signal Original signal vs. Corrected signal

—— Corrected signal
Original signal ns

—— Corrected signal
Original signal

signal voltage

signal current

4 6 4 6
Time (seconds) Time (seconds)

m Safe Deceleration of Autonomous
Vehicles :(w < 30)U5 10](W = 0) A (m < 30)U[5,10(M = 0)
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Efficiency Evaluation

m Safe Stopping of Autonomous Vehicles : (v < 30)U(s, 10)(v = 0)
m Safe Charging of Autonomous Vehicles: (V= 4.2)R(3 10 (/ < 10)

m Safe Deceleration of Autonomous
Vehicles :(w < 30)U5 10](W = 0) A (m < 30)U[5,10(M = 0)

Original signal vs. Corrected signal

signal wheel

4|

—— Corrected signal
Original signal

,
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signal motor

Original signal vs. Corrected signal

—— Corrected signal
Original signal
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Types of Predicates in STL Supported

m Linear Predicates
m x(t) > c(signal greater than a constant)
m Example : x(£) < 30
B a1 x1(6) + aax2(b) + - - - + anxp(t) < c(linear combination comparison)
m Example: 2x(t) + 3y(t) > 5
= Non-linear Predicates (but they complicate monitoring and enforcement)
B XD +yB2 <1
m sin(x(t)) > 0.5
= Boolean Combinations of Predicates (Predicates can be combined using logical
operators)
m Example: (x(£) < 30) A (y(£) > 10)
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Nesting of STL Formulas Not Supported

Nesting of STL formulas is not supported. For example, a nested formula like :
x<5Ups (Y>> 1Rpq (2=0))
is disallowed.

We do support connections between two sub-formulas that each contain temporal
operators and are connected using either conjunction (A) or disjunction (V).
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Bounded Enforcement

In our approach, enforcement is performed such that the signal satisfies the given
STL formula at time ¢ = 0. We do not perform continuous enforcement over the
entire signal trace.

However, in the context of cyber-physical systems (CPS), this limited enforcement
may not be sufficient. In such systems, both monitoring and enforcement are
expected to be active at all times, continuously checking and correcting the signal to
ensure safety and correctness throughout the system'’s operation.

What we do is basically bounded enforcement (enforcing over a finite interval like
[0, ) or even pointwise enforcement (enforcing at £ = 0).
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Continuous Enforcement (Future Work)

Continuous enforcement is our future work. This can be enabled by including support
for nested STL formulas. For example :

m “Always, until some condition, another property must eventually hold.”

m Example formula:
Gio,10) (X< 5Upg 4 (y> 1))
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Unidirectional Enforcement

Currently, we perform enforcement in a single direction. For bidirectional
enforcement (i.e., enforcement from plant to controller and controller to plant), we
would need to employ two of our enforcers operating in each direction.
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