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ABSTRACT

Cyber-Physical Systems (CPSs), especially those involving auton-
omy, need guarantees of their safety. Runtime Enforcement (RE) is
a lightweight method to formally ensure that some specified prop-
erties are satisfied over the executions of the system. Hence, there is
recent interest in the RE of CPS. However, existing methods are not
designed to tackle specifications suitable for the hybrid dynamics
of CPS. With this in mind, we develop runtime enforcement of CPS
using properties defined in Signal Temporal Logic (STL).

In this work, we aim to construct a runtime enforcer for a given
STL formula to minimally modify a signal to satisfy the formula.
To achieve this, the STL formula to be enforced is first translated
into a timed transducer, while the signal to be corrected is encoded
as timed words. We provide timed transducers for the temporal
operators until and release noting that other temporal operators
can be expressed using these two. Our approach enables effective
enforcement of STL properties for CPS. A case study is provided
to illustrate the approach and generate empirical evidence of its
suitability for CPS.
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1 INTRODUCTION

Modern CPSs, especially those with emerging Al-enabled mod-
ules, are becoming increasingly difficult to verify formally, and
sometimes even impossible, due to the chaotic behavior of the Al
modules. Runtime Enforcement [30], serving as a lightweight for-
mal method, has attracted increasing research interest in recent
years for the verification of CPSs. In RE, an enforcer is synthesized
to monitor the executions of a black-box system at runtime, en-
suring compliance with a set of desired properties. In the event of
a violation, the enforcer employs evasive actions to output prop-
erty complaint words. There are various evasive actions, such as:
(i) blocking the execution [30], (ii) modifying the input sequence
by suppressing and/or inserting actions [14, 15], and (iii) buffer-
ing input actions until they can be safely forwarded [8-10, 22, 23].
However, these evasive actions may not be suitable for CPSs since
delaying reactions or terminating the system may be impractical
[25].

One key aspect of CPS is the need for active interaction between
the controller (the Cyber part) and the plant (the Physical part) [24].
This interaction involves responding immediately to various events
or signals emitted by the plant. Consequently, the enforcer must
address erroneous executions in CPS without delay and ensure
continuous operation.

Different methods have been proposed to synthesize enforcers
for CPSs. Authors in [6] first introduced a framework to synthesize
enforcers for reactive systems, focusing solely on safety properties
and considering untimed properties expressed as automata. Subse-
quent studies, including [21, 24, 25], extended this framework to
include bi-directional runtime enforcement for CPSs. However, all
these methods assume a system model in discrete time. Although


https://www.acm.org/publications/policies/artifact-review-and-badging-current
https://orcid.org/0000-0003-4260-8340
https://orcid.org/0000-0002-1455-4106
https://orcid.org/0000-0001-7779-8231
https://orcid.org/0000-0001-9654-5678
https://orcid.org/0000-0003-3298-3817
https://creativecommons.org/licenses/by/4.0/legalcode
https://creativecommons.org/licenses/by/4.0/legalcode
https://doi.org/10.1145/3716863.3718052
https://doi.org/10.1145/3716863.3718052

HSCC 25, May 6-9, 2025, Irvine, CA, USA

Sect. 4

‘ STL Formula ¢ :

I
|
l J :
i : Signal Construct |
Signal x | igna Timed Word o el |
—> Encoding ———— ] e |
Sect. 3 (to,a0), -, (t,ax) ransducer |
I
1

]
I
|
\ Transform STL to TT

Timed Transducer A

—
Enforcer

Sect. 5

Output Signal 0 |= ¢
Figure 1: Overview

this assumption simplifies the modeling, it is devoid of the expres-
sive power of continuous time specifications.

In this paper, we take a step further by proposing a uniform hier-
archy to synthesize enforcers for CPSs operating in dense time, with
properties expressed using STL. The enforcer processes an input
signal x observed up to the current time t and generates an output
signal o that satisfies the specified STL formula ¢. As illustrated in
Fig. 1, the enforcer encompasses three steps: (i) Encoding a signal
x as a timed word in accordance with the STL formula. The timed
word can be recognized by a timed automaton. This procedure is
depicted as the yellow block in Fig. 1. (ii) Constructing a variant
of Timed Automaton (TA) from the given STL formula. The TA,
with both input and output, is represented as Timed Transducer
(TT). The output of the TT indicates the enforcement strategy to be
applied to the current input event (illustrated as the purple block
in Fig. 1). (iii) Enforcing a signal x using the TT A, constructed
from STL formula ¢ (represented as the blue block in Fig. 1). A
significant advantage of our enforcer is that it does not require
reachability analysis because the enforcement strategies used are
encoded explicitly within the timed transducer. Our experimental
results demonstrate the effectiveness of our approach and provides
empirical evidence of its suitability for CPS.

Our enforcer is characterized by soundness (the output signal o
satisfy ¢), transparency (the input signal x are only modified when
necessary), and minimal modification (the difference between the
output and input signal values is minimal). Our work makes the
following contributions:

(1) We propose a method to encode dense time signals into time
words while preserving the information required to adjust
the compliance of the signals with STL formulas (Sect. 3),

(2) we introduce a uniform approach to construct timed trans-
ducers against STL formulae, enabling these transducers to
enforce the compliance of the STL formula on the input
timed word (Sect. 4),

(3) we develop a method to minimally modify the signal to
ensure its satisfaction against the given STL formula (Sect. 5),

(4) we provide experimental evidence to demonstrate the effec-
tiveness of our approach (Sect. 6).

Organization. Sect. 2 provides a recap of important preliminaries
and formally defines the problem. The process of encoding a signal
into a timed word is detailed in Sect. 3. The transformation of STL
into TTs is discussed in Sect. 4. Sect. 5 describes the method for
signal modification and the comprehensive runtime enforcement
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algorithm for STL formulas. A relevant case study is presented in
Sect. 6. Related works are reviewed in Sect. 7. Finally, the conclu-
sions and future work are outlined in Sect. 8.

2 BACKGROUND AND PROBLEM
FORMULATION

Let N, R, R>¢, and Qx> denote the set of natural numbers, real
numbers, non-negative real numbers and non-negative rational
numbers, respectively. For a set A C R and a real number a € R,
the expression a @ A is used to denote the set obtained by adding a
to each element in A.

2.1 Timed Transducer

A Timed Transducer is a specialized version of a timed automaton
[1] that is capable of both taking input and producing output. We
provide the essential preliminaries of timed transducers below.

Timed Language. Let ¥ denote a finite alphabet. A pair (t,a) €
R0 X X is called an event. A timed word over X is a finite sequence
o = (to,a0)(t1,a1) - - - (tn, an) € (Ryo X 2)*, where t; is the times-
tamp indicating the global time at which the action a; occurs, for
all 0 < i < n. A timed language L is a set of timed word, i.e.,
L C (Ryo X 2)*.

Timed Transducer. Let C be the set of clock variables. A clock
constraint g is a Boolean combination of atomic constraints of the
form c < r, with ¢ € C,r € Qx, and e {<,<,>,>,=} We
use G(C) to denote the set of clock constraints. A clock valuation
v : C — Ry is a function assigning a non-negative real value to
each clock ¢ € C. We write v [= g if the clock valuation v satisfies
the clock constraints g. For d € Ry, let v + d denote the clock
valuation which maps every clock ¢ € C to the value v(c) + d, and
for a set C’ C C, let v[C’ « 0] denote the clock valuation which
resets all clock variables in C’ to 0 and agrees with v for other
clocks in C \ C’. A timed transducer is defined as below:

Definition 1 (Timed transducer). A timed transducer is a tuple

A= (L1, C,% A A AF), where

e L is a finite set of locations;

e [ is the initial location;
C is the set of clocks;
Y is the input alphabet;
A is the output alphabet;
A CLX3xG(C) x2C X L is a finite set of transitions;
A: A — Ais the output function that associates each transi-
tion with an output;
e F e Lis a set of accepting locations;

A transition § = (I,a,¢,C’,l") in A represents a jump from lo-
cation [ to I’ by performing an action a € 3 when the constraint
g € G(C) is satisfied by the current clock valuation. The set C’
indicates which clocks should be reset upon reaching I’.

A state g of A isapair (I,v), where ! € L denotes the location, and

v is a clock valuation. A run p of A over an input timed word o =
70,4 1,4

(20, a0)(t1,a1) - - - (tn, an) is a sequence (ly,vg) —Ob——o—> (I, v1) —
0 1

Tn,An .

. (In+1,9n+1), where 7; = t; — tj—q fori = 1,2,...,n and

n

70 = ty, satisfying the following conditions:
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(1) I is the initial location and vy(c) = 0 for all ¢ € C,
(2) Foreachi=0,1,---,n, thereis a transition &; = (I;, a;, gi, Ci,
liy1) € A such thatv; + 7; | gj and vj41 = (v; + 73) [C; 0],

(3) A(6;j)) =bj e Aforalli=0,1,---,n.
The run p is accepted by A if I,+1 € F. The output timed word
induced by A is @ = (to, bo)(t1,b1) - - - (tn, bp), sharing the same
timestamp t; (i = 0,1, - -, n) as the input timed word. We use the
notation [A] (o) = w to denote that A executes an accepted run
over input timed word o that induces output timed word w.

Example 1. The Ap illustrated in Fig. 2 represents a TT for
the property P: “There should be a delay of at least 5 time units
between any two read file requests”. This TT consists of locations
L = {ly,l1,12}, with Iy as the initial location and {l,[;} as the
accepting locations, indicated by double circles. The input alphabet
is 2 = {r, w} with r for read requests and w for write requests. The
output alphabet is {T, L} (denoted by green in Fig. 2), where T
indicates a proper input that may lead to an accepted run, and L
indicates an improper input that leads to an unacceptable run. The
transducer operates with one clock c.

Given the input timed word o = (1,7)(4, w)(6,r), the run p of
A progresses as follows:

1, 3, 2,
p = (lo,0) = (1,0) = (1,3) = (1,0).

The output timed word of A over input timed word o is [ Ap]| (o)
(1, T)(4, T)(6, T), which indicates whether the transition at current
timestamp results in an acceptable run.

<

w|T w|T wl L

r,c:=0|T A r,ce<5| L
@ >@ (1,

start r,e>5c¢:=0]|T r|L
Figure 2: Timed Transducer Ap

2.2 Signal Temporal Logic

Signal Temporal Logic [19] is a predicate logic used to describe
and analyze continuous real-valued signals. Consider a signal x :
R>o +— R For each predicate p(x), there is a corresponding
function pp : R™ > R. The truth value of p(x) at time ¢ is defined
as follows:

T, if pp(x(t)) 20,

p(x(1)) == {L if pp(x(t) <0.

We will use the notion p(x(t)) = pp(x(t)) = 0to define a predicate
p(x) in this paper.

As demonstrated in [7], any STL formula can be equivalently
converted into Negation Normal Form (NNF), in which negations
appear only adjacent to predicates. In this paper, we considered
non-nested STL formula in NNF, which can be defined recursively
as below:

$u=T | p(x) | p(x) | p1 A2 | $1V ¢o,
o= g1Ud2 | piR1d2 | p1 A2 | o1V o2,
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where U and Ry are the until and release operators, respectively.
I = [t1, t2] is a bounded interval with rational endpoints (i.e., t1, 12 €
Qx0)!. Note that Ry are the dual of Uy, in a way that ¢;R;dz =
—(=~p1U~¢p2). We use pd(@) to denote the set of predicates in
an STL formula ¢. The NNF replaces the negation of a formula
by including all operators and their duals in the grammar. Other
temporal operators can be defined as syntactic sugars, e.g., Ord =
TUP, O = LR1 .

REMARK 1. We employ NNF because it facilitates the subsequent
transformation of an STL formula into a timed transducer. This choice
is strategically important since timed transducer, acting as a special
form of timed automata, are not closed under complementation. Thus,
negating an STL formula would necessitate taking the complement of
its corresponding timed automaton, which is problematic due to this
lack of closure.

The semantics of STL is defined as the satisfaction of a formula
¢ with respect to a signal x and time ¢t € Rx.

Definition 2 (STL Semantics). The satisfaction of an STL formula
¢ at a given time ¢ over a signal x, denoted by (x,t) [ ¢, is induc-
tively defined as follows:

(xt)ET

(x,1) F p(x) iff
(x,t) F —=p(x) iff
(x.t) EFer Az iff
(xt) Ep1 Ve iff
(x,t) Fo1Upp2  iff

pp(x(1)) 2 0
pp(x(1)) <0
(x,t) F g1 and (x,1) = @2
(x.1) Fg1or(xt) 2
et (xt') E e
and Vi’ € [t,1'], (x,t") E @1
Vi'etal (x,t') g2
[t.t'], (x,t") E o1
Intuitively, the subscript I in the until operator Uy defines the
timing constraints under which a signal must eventually satisfy
@2, while ensuring that ¢ is satisfied beforehand. Similarly, the
subscript I in the release operator R specifies the timing constraints

in which a signal must always satisfy ¢z, unless ¢1 has been satisfied
earlier. We say x | ¢ if (x,0) [ ¢.

(x,t) F o1Rrp2  iff
or At e

Example 2. The following examples illustrate some properties
defined by STL.

(1) (x < 30)U[s5,10](x = 0): The value of the signal will be 0 at
a time instant between 5 to 10 seconds; until then the value
of the signal is less than 30.

(2) Opg,c0) (x < 3.5): The signal is always below 3.5.

(3) ©[0,30] (x > 100): At some time in the first 30 seconds, the
value of the signal will exceed 100. <

2.3 Runtime Enforcement

The purpose of RE is to monitor input sequences produced by a
running system and transform them into output sequences that
adhere to a specified property ¢. This is achieved using an enforcer.

The endpoints of I are restricted to Qs to facilitate encoding this into the clock
constraints of the TT defined in Sect. 2.1
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Constraints on an Enforcer. Let X denote the set of signals x :
R>o + R". Some constraints are required on how enforcer E,
for ¢ transforms a signal x at time ¢, to ensure that it performs
correctly and minimally disruptively.

Definition 3 (Constraints on an Enforcer). Given an STL formula
¢, an enforcer is a function E, : X + X that satisfies the following
conditions:

o Soundness:
Vx e X, Ey(x) E o,
e Transparency:
VxeX, xEFop = E(p(x) =x,
o Minimal Modification:

Vx €X, x|t ¢ = Ey(x) =argmin||x - olls,
0€0
where O = {0 | 0 = ¢ A |x| = o]}, |x| is the length of a
signal, and ||x — o||s ::= max; ||x(t) — o(t)|| is the distance
between signals, with || - || being the Euclidean norm in R”.

Intuitively, soundness ensures that the output signal complies
with the specified STL formula ¢. Transparency stipulates that if
the input signal x already meets ¢, the enforcer should not alter
it, but rather transmit the original signal x as the output. Minimal
modification requires that if the input signal x does not satisfy ¢,
the enforcer should adjust it to ensure compliance with ¢, while
keeping the modifications as minimal as possible relative to the
original signal x.

Problem Formulation. With all the preliminary details established,
we now formally define the problem under consideration in this
paper as follows:

Synthesis of Enforcer. Given an STL formula ¢, construct an
enforcer E, : X — X for ¢ that satisfies the soundness, trans-
parency, and minimal modification conditions as per Def. 3.

3 SIGNAL ENCODING

In this section, we will introduce the procedure for encoding a
signal into a timed word. This step is essential because we aim to
enforce a signal using a TT, but a signal, defined as a real-valued
function over dense time, is not directly compatible with TT.

The encoding process, applied to a given signal x with respect to
an STL formula ¢, involves recording the truth value of predicates
of ¢ at both variable points and relevant points within the signal. We
will now provide a detailed explanation of this encoding procedure.

Variable Points. Intuitively, a variable point is where the truth
value of a predicate regarding the signal changes. The concept of
variable points is as below.

Definition 4 (Variable Point [3, Def. 2.8]). Given a signal x :
R>o +— R", a time point 7 € Ry is a variable point of x with
respect to a predicate p(x) if for some neighborhood B containing
7, there are different truth values u and v such that p(x) = u for
every t € BN [0,7) and p(x) = v for every t € BN (7, +00).

H. Su et al.

In this paper, we limit our focus to non-Zeno signals constrained
within a bounded time frame. Consequently, such signals possess a
finite number of variable points. There is a notable characteristic
of variable points, formalized in the following proposition:

PRrRoPOSITION 1. Given a signal x and a predicate p(x), assume
to < t1 < -+ < tg denote all the variable points of x with respect to
p(x). It is then established that the truth value of p(x) remains con-
stant within each open interval (t;, ti4+1) for all indicesi =0,1,...,k,
with ty,1 being the endpoint of the signal x.

Consequently, the signal x can be effectively encoded as a timed
word:
o = (to,a0), (t1,a1), -, (1. ag),

where each t; denotes a variable point with respect to p(x), and each
a; represents the truth value of p(x) within the interval (#;, tj+1)

for indices i = 0,1,..., k. This encoding method ensures that o
comprehensively captures all information about x with respect to
the predicate p(x).

The set of variable points of a signal with respect to an STL
formula ¢ is defined as the union of the sets of variable points
for all predicates p € pd(¢)?. Accordingly, the timed word can be
constructed based on these combined variable points. The following
example provides a comprehensive illustration of this process:

Example 3. Consider the signal x = (x1, x2) illustrated in Fig. 3,
and the STL formula ¢ = p1U|45)p2, with p1 = x1 - 0.7 2 0, and
p2 = x2 — 0.5 > 0. The time word for x with respect to ¢ is given
by:

(0.5, p1 A p2), (1.2, p1 A =p2), (2.2, 7p1 A =p2), (3.2, p1 A —p2),
(4.5, —p1 A =p2), (4.7, -p1 A p2) <

The values of a signal x that may lead to variable points against
the predicate p(x) can be determined by solving the equation
Hp(x) = 0. Depending on the structure of p, (x), different methods
can be used to find or approximate the root of y, (x): (i) Gaussian
elimination is suitable for linear forms of 1, (x), (ii) Newton-Raph-
som method can be used for polynomial forms of i, (x), (iii) For
more complex forms, such as transcendental equations, the Real
roots isolation method [12] can be used to approximate the inter-
vals of the roots. Using vo(p) to denote the set of such valuations
against predicate p, then v0(¢) = Upepa(p)v0(p) for a given STL
formula ¢.

Variable points are effective for documenting changes in a signal
in accordance with a specific STL formula. However, they may not
provide sufficient information for enforcing compliance with an STL
property. Consider, for example, the scenario depicted in Exmp. 3,
where the proposition p; is false within the time interval [0, 0.5).
This condition leads to the STL formula ¢ not being satisfied by
the signal x. However, in the absence of an input event before
t = 0.5 — specifically, an input at t = 0 — no transducer can confirm
that ¢ is unsatisfied by the signal, nor can it enforce the signal
accordingly. To address this, it becomes necessary to incorporate
relevant points tailored to an STL formula, ensuring all relevant
events are recorded.

2Recall that pd(¢) is defined as the set of predicates in an STL formula ¢ in Sect. 2
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Figure 3: Signal Encoding against Formula p1U|45)p2

Relevant Points. Intuitively, relevant points include the time
points that correspond to the interval boundaries of the given for-
mula and the initial instant of the given signal. These points mark
where the satisfaction requirements for predicates may change. For
example, in the formula p1 U[;, 1,1p2, before t1, ensuring that p; is
satisfied suffices. However, after #1, it is also necessary to verify the
satisfaction of ps.

We proceed to inductively define relevant points of an STL for-
mula as follows:

Definition 5 (Relevant Point). Given an STL formula ¢, the set of
relevant points rp(¢) is inductively defined by:

rp(T) =0, rp(e1 Agz2) =rp(e1) Urp(pz),
rp(p(x)) ={0},  rp(e1V @2) =rp(e1) Urp(ez),

rp(@1U s, 1,102) = {t1, 12} U rp(e1) U rp(e2),

rp(@1R[1,,1,1902) = {t1, 2} Urp(e1) Urp(ez).

The actions of events at time points ¢ € rp(¢) reflect the truth
values of all predicates in ¢ at time ¢, which can be directly sampled
in real-time from the signal. Consider the following example for
further illustration:

Example 4. Continuing Exmp. 3, recall that ¢ = p1U|45)p2. The
set of relevant point rp(¢) = {0,4, 5}, and the events at relevant
points with respect to signal x = (x1, x2) is:

(0,7p1 A p2), (4, p1 A =p2), (5, ~p1 A p2).
Consequently, the complete time word encoded from x with respect
to the STL formula ¢ is depicted in Fig. 3. The events at variable
points are highlighted in orange, while the events at relevant points
are marked in green. <

Signal encoding. We now give the process of signal encoding. The
signal encoding process, as outlined in Alg. 1, operates in real-time
by monitoring changes in the truth values of predicates within the
given STL formula. In an infinite loop, the algorithm waits for the
input signal (Line 3) at current time ¢ (the function current_time()
can be used to get the current time as shown in Line 4). It updates
the truth values CurrPred of all predicates (Line 5) with respect to
the current signal values. An event is emitted (Line 7) whenever a
variable point or relevant point is met (Line 6).

REMARK 2. During the signal encoding process, we can proactively
identify variable points and relevant points, allowing for the enforce-
ment of the signal before any actual violations occur. This proactive
enforcement can be achieved by: (i) expanding the values at a variable
point into its surrounding neighborhood, and (ii) slightly adjusting the
timing of relevant points in rp(¢) to check these points in advance.

Algorithm 1: SignEncode(¢p)

Require: ¢: STL formula

Ensure :o: time word encoded from x
1 Rele « rp(¢), Vari « vo(¢p), Pred « pd(¢);
2 while true do

3 x « await_signal();
4 t « current_time() ; // Get the current time t
5 CurrPred « Truth values of predicates p € Pred with

respect to x at t;
6 if x(t) € Vari ort € Rele then
7 L Emit (¢, CurrPred);

4 CONSTRUCTING TIMED TRANSDUCER
FROM STL

In this section, we outline a methodology for constructing a TT
based on an STL. This TT processes the encoded timed word dis-
cussed in Sect. 3 and generates output for the corresponding en-
forcement strategy.

The construction process is inspired by the compositional hier-
archy utilized in [11] for building a TT for metric interval temporal
logic (MITL)[2]. We have adopted this methodology and enhanced
its applicability: (i) It is suitable for STL, accommodating temporal
operators with punctual intervals (e.g., U[;, 1, 1), (ii) It is appropriate
for runtime enforcement. The output of the TT serves as an en-
forcement strategy, which pinpoints the specific predicate causing
the STL formula violation. This identification allows us to precisely
modify only the signals involved in the failure, rather than altering
all signals indiscriminately.

Initially, we will describe the construction of the TT for the
temporal operators U and Ry used in the normal form of Sect. 2.2.
Subsequently, we will present the method for composing these
operators according to the structure of the STL formula.

4.1 Timed Transducer for U; and R;

TT for p1Uy, 1,1p2- Transducer Aq is designed to enforce a
signal according to the STL formula p1U[;, ;,1p2- The structure of
Aqq is defined as follows:

o L={lp,l1,,13};

o Iy =1p;

e C={c}h

o X ={p1p2};

e A={T, J‘Pl’lﬁz};
o« F={L).
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Figure 4: Timed Transducer Aqy

The set of transitions A and the corresponding outputs A of Aqy
is depicted in Fig. 4.

In the output alphabet, T represents the strategy of making no
change to the signal value, while L, indicates that the signal value
should be modified to satisfy the predicate p;. Essentially, an output
of 1p, suggests how the input action should be modified to achieve
a T output. For instance, if the transition from /5 to Iz in Fig. 4 has
an input action of -p; A p; and outputs L, , it implies that the
input should be changed to p; A py to ensure a T output in this
transition.

We propose below the equivalence of Until operator of STL and
its transducer.

PROPOSITION 2. Let x be a signal and o denote its encoded timed
word against the STL formula p1Uy, 1,1p2. Define ot as the timed
word where all event actions are T. The following equivalence is then
established:

[Ayl(o) =0T — xFE p1U[s 1,02

The proof relies on the case analysis based on the events received

in time intervals [0, ¢1] and (#1, £2]. The detail proof can be found
in the extended version [32].

TT for p1R[4,,1,1p2- Here, we detail the construction of the TT
Ag. The structure of the TT Ag is defined as follows:

o L={ll1,l,13};
o lp = lo;

e C={ch

o > ={p1.p2};

e A={T,1p,1p,};
o F= {lz}

where A and the corresponding A are given in Fig. 5.

We propose below the equivalence of Release operator of STL
and its transducer.
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Figure 5: Timed Transducer Ag

PROPOSITION 3. Let x be a signal and o denote its encoded timed
word against the given STL formula p1R[;, 1,1p2- Let wT be defined
as before. The following equivalence is then established:

[Arl(0) =0T & x E p1R[1,1,]P2

REMARK 3. Essentially, the TT we constructed is self-correcting;
that is, any transition within the TT has the potential to result in an
acceptable run. This allows us to use such a TT to enforce a signal
without worrying about the TT entering a violation state where no
acceptable run exists.

4.2 Compositionally Constructing the Entire
Timed Transducer

In this paper, because we consider non-nested STL, the possible
connections between two sub-formulas containing temporal oper-
ators (i.e., p1Usp2 or p1Ryp2) are limited to either conjunction or
disjunction. Consequently, it is sufficient to define the product of
TTs we constructed in Sect. 4.1 according to A or V.

A-Product. We will first explain how to construct TT of property
in the form of @1 A2 by taking product between TTs, where the TTs
for 1 and ¢, have been constructed as A; and Ay, respectively.

Definition 6 (A-Product). Giventwo TTs A = (L, lé, C1, 21, A1, A1,
A1, F1) and Ay = (Lo, lg,Cz, S0, Az, Az, Ao, Fy)3, the A-product au-
tomaton Ay Xp Ay == (L, Iy, C, 2, A, A, A, F), where

o [ =11 XLy,
o lp= (I, 1),
e C=CLUCQCy,
e X =31U2,,
e A=A1UA,

o 5= ((I1, ), (a1,a2),91 A g2,C; U Cy, (I3, 1)) € Aiff
81 = (I1,a1,91,CJ,1]) € Ay and 82 = (I3, a2, 92, C,, 1) € Ag,

3To avoid multiple subscripts, the indices of automata for the initial condition Iy have
been moved from superscript to subscript for both A; and A3
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o A(6) = A1(81) A A2(62),
o F=F XF,.

V-Product. We now explain how to construct TT of property in
the form of ¢1 V ¢2 by taking product between TTs, where the TTs
for ¢1 and ¢ have been constructed as A; and Ay, respectively.

Definition 7 (V-product). Giventwo TTs Ay = (Ll,lé,CLZl,Al,Al,

A1, F1) and Ay = (L, lg, Co, 22, A2, Ap, Ao, F), the V-product au-
tomaton Ay Xy Az == (L, lh, C, 2, A, A, A, F), where

o [ =11 XLy,

o lp=(L12),

e C=C1UCQCy,

e X =231U2X,

e A=A1UAy,

° 5= ((11,12), (al,ag),gl /\gz,Cl, U CZ,’ (l’,lé)) e Aiff

51 = (ll,al,gl,Cl’,l{) S Al and 52 = (lz,ag,gz,CZ’, lé) € Az,
* A(8) = 1(81) V 22(82),
o F=(F XLp) U (L X Fy).

Essentially, the primary distinction between the A-product and
the V-product lies in the output function A and the acceptance con-
dition F. For a formula of the form ¢; A @2, the signal must satisfy
both ¢1 and ¢,. Therefore, a transition in the product TT is consid-
ered ‘good’ (i.e., the output action is T) iff the transitions in both
Ay, and Ay, are ‘good’. Additionally, the acceptance condition
must ensure that the acceptance locations of both TTs are reached.
Conversely, for a formula of the form ¢1 V ¢y, it is sufficient for the
signal to satisfy either ¢; or ¢3.

By induction on the structure of a given STL formula, the fol-
lowing proposition holds:

PROPOSITION 4. Let x be a signal and o denote its encoded timed
word against the given STL formula ¢1 op ¢, where op € {A,V}.
Let wt be defined as in Prop. 2. The following equivalence is then
established:

[Ayp, Xop Ap,lI(0) =07 &= x| p10p 2.

5 RUNTIME ENFORCEMENT USING
TRANSDUCER

With all the preparatory work, we will present our runtime en-
forcement mechanism in this section. We will first describe an
optimization-based method to minimally modify the signal accord-
ing to the output of the TT as detailed in Sect. 4. Then, we will
introduce the enforcer against an STL formula, which will be out-
lined through a designated algorithm.

Minimally modifying the signal. For a given STL formula ¢, let
x = x(t)* be the value of the signal at the timestamp ¢. Assume the
output action of A, induced by the input (¢, a) is Lp, . The signal
can be modified by solving the following optimization problem:

Minimize: ||y — xP¥||
Subject to: ;i (x[xP¥ [y]) 20, Vp;€a, W
1
pi(x[xPx[y]) <0, V-p;€a,

Hie(y) 0,

#Note that the bold x represents a signal, while the non-bold x is an n-dimensional
real vector. We introduce the non-bold x here to ease the symbolic burden in Eq. (1)
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where < is > if =p; € aand » is < otherwise. Here, xP¥ denotes the
components of x related to the predicate pg, y is the decision vari-
able of the optimization problem, representing the modified value
of the signal at ¢. Notation x[xP* /y] denotes the vector obtained
by replacing the occurrences of xP* in x with y. For an intuitive
illustration, see Fig. 6, where y = (y1,y2, y3).

xP o= {x1,x2,xm}, Tt xPk = {Xmaxm+lgxn}
p1= Hl(xl,xz,xr) 20, -, pp = /—lk(xm>xrr‘z+1,xn) >0
= (xl,xZ,XSa“'> Xm > Xm+1 > " Xn—1, Xn
x[xpk/y]=(x1,x2,X3,“', Yt . Y2, s Xn—1, U3 )

Figure 6: Illustration of xP* and x[xPk /y].

We refer to this procedure as Modify (x, a, b, ¢), where x rep-
resents the value of the signal, a is the input action of the TT,
b is the corresponding output action, and ¢ is the STL formula.
The following proposition confirms the robustness of our minimal
modification method:

PROPOSITION 5. If the optimization problem in Eq. (1) is solvable,
then this procedure maintains the minimal modification requirement
as per Def. 3.

REMARK 4. Eq. (1) can be solved using different methods, depending
on the constraints provided in the predicate functions p, in the STL
formula. If all of the py, are linear, then Eq. (1) can be solved using
Quadratic Programming (QP). If the py, are polynomial, Eq. (1) can be
transformed into Semidefinite Programming (SDP) by using Putinar’s
Positivstellensatz [26].

Enforcer. We are now ready to present our runtime enforcement
algorithm, as shown in Alg. 2. Assume we have a signal x to be
enforced against an STL formula ¢. The algorithm begins by com-
puting its TT A, following the method described in Sect. 4 (Line 1
in Alg. 2). Subsequently, as the signal x is received, it is encoded
into input events. The enforcer E,, in Alg. 2 then traverses A, and
generates the output events. Depending on this output, the signal
is modified (if required) and released.

Algorithm 2: Algorithm Enforcer E, (x)

1 Ap < TT constructed from ¢ ;

2 currState « [lp,c :=0];

3 while true do

4 (t,a) < event emitted by Alg. 1;

5 currState, b = make_transitiony[q,(currState, t,a);
6 if b # T then

7 L x(t) = Modify(x(t), a, b, ¢);

8 release x;

The algorithm proceeds as follows: currState monitors the
current state of the TT, which includes the current location and
clock valuation in the timed transducer. currState is initially set
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state bgfore timestamp inPut state :after outPut

transition action transition action
(I, 0) 0 piApy (L,0) Ly
(1I1,0) 0.5 P1Ap2 (11,0.5) T
(I1,0.5) 1.2 P1 A —p2 (I1,1.2) T
(11, 1.2) 2.2 —p1 A p2 (ll, 2.2) 11
(I1,2.2) 3.2 P1Ap2 (11,3.2) T
(h,3.2) 4 p1A-p2 (13,4) T
(I3,4) 45 prA-pr (3,45 1
(I3, 4.5) 4.7 —p1 A p2 (I, 4.7) 11

Table 1: Transitions in TT of p1 U, 51p2

to the starting state of A, (Line 2). It then enters an infinite loop
(Line 3) until an event is detected from Alg. 1 (Line 4).

Upon receiving an event, the transducer A,, transitions, updates
the currState, and gives the output b according to the transition
(Line 5). If the output is anything other than T, the transducer
minimally modifies the signal before it is released (Line 7).

REMARK 5. For the outputs of TT in the form L1, V 1), the
enforcer will compute the optimization problem for both p1 and p
independently and enforce the predicate that requires the minimal
change, thereby adhering to the principle of minimal modification.

The following example illustrates how our enforcer operates.

Example 5 (Enforcement of STL formula on a timed word). Con-
tinuing to Exmp. 4, recall that the STL property is defined as
P1U[ 4512, where p1 = x1 2 0.7, p2 = xz > 0.5. Table 1 gives
the steps of enforcement of the timed word using Until Transducer.
The signal at time points {0, 2.2, 4.5, 4.7} are modified to satisfy the
STL formula. The modified signal is shown in Fig. 7. <

The following theorem states the correctness of the enforcer
described in Alg. 2

THEOREM 1. Given an STL formula ¢ and a signal x, the enforcer
Ep in Alg. 2 can enforce x to satisfy @, while ensuring that the sound-
ness, transparency, and minimal modification conditions in Def. 3
are met.

ProoF. The transparency of the enforcer is a direct result of
Prop. 2, Prop. 3, and Prop. 4, as Alg. 2 will not modify the signal
under the T output of the TT. The soundness of the enforcer is en-
sured by observing the truth that, the 1, outputs of TT essentially
indicate how to modify the input action to those inputs that can
lead to a T output. The minimal modification condition is ensured
by Prop. 5. ]

Complexity Analysis. The time complexity of Alg. 2 is multifac-
eted. The time complexity of the function make_transition z,, is
O(mxn), where m is the number of states in the TT and n is the size
of the input alphabet. The time complexity of the function Modify
depends on the structure of the predicate function in the STL for-
mula; it will be polynomial in the number of decision variables
when the predicate functions are linear [20].

Other procedures, such as constructing the TT from the STL
formula in Sect. 4 (polynomial in the size of the TT, primarily in-
fluenced by the composition operator), and computing the values

H. Su et al.

~
I35

0 1.2 4 4.7
Figure 7: Enforced Signal in Exmp.

of the signal leading to the variable points in Sect. 3 (achieving
quadratic convergence with the Newton-Raphson method), may
be time-consuming. However, both procedures can be performed
offline, thus they do not impact the efficiency of our runtime en-
forcement algorithm.

6 CASE STUDY

We developed a prototype of our runtime enforcement algorithm in
Python and applied this prototype to case studies on Autonomous
Vehicles (AVs) to demonstrate the efficiency and scalability of our
method®. Three cases were considered in the experiments. The first
case addresses the property of ‘safe stopping of AVs’, the second
focuses on ‘safe charging of AVs’, while the third focuses on ‘safe de-
celeration of AVs’. All the cases underscore the efficiency (Sect. 6.1)
and scalability (Sect. 6.2) of our method.

6.1 Efficiency Evaluation

Safe stopping of AVs. Consider a scenario in which an AV is
required to decelerate to a complete stop when approaching a red
light or a designated stop point. This requirement is expressed by
the property (v < 30)U[s5 101 (v = 0). This stipulates that the speed
of the vehicle must ultimately reach 0 within a time frame of 5 to 10
seconds, while maintaining a speed no larger than 30 until then.

Original signal vs. Corrected signal

—— Corrected signal
35 Original signal

25

signal speed

4 6
Time (seconds)

Figure 8: Enforcement of Speed Signal against Safe Stopping
Property

5Code available at https://github.com/Han-SU/stl-enforcement-experiments.git
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Original signal vs. Corrected signal
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Figure 9: Enforcement of Voltage and Current Signals against
Safe Charge Property

The results of our experiment are depicted in Fig. 8, where the
blue signal represents the output after enforcement, while the or-
ange one is the original signal. These results demonstrate that the
enforcement monitor effectively adjusted the signal to ensure com-
pliance with the STL property, while maintaining transparency and
minimal modification. Specifically, the enforcer precisely addressed
the four instances where the speed exceeded 30 (sudden speed
spikes), applying only the necessary changes without superfluous
adjustments to the signal.

Safe charging of AVs. Consider a scenario in the battery charging
systems of AVs. Normally, the current stays within a safe range
throughout a specified interval. If, however, the voltage reaches a
specific volts, the system switches to a charging mode designed
to safely handle higher currents. This condition is formally repre-
sented by the property (V = 4.2)R[310](I < 10), which indicates
that the current will not exceed 10 within a timeframe of 2 to 10
seconds, unless the voltage reaches 4.2 volts earlier.

The results of our experiment are depicted in Fig. 9, where the
blue signal represents the output after enforcement, and the orange
signal is the original one. These results illustrate that during the
interval from 2 to 10 seconds, the current I is minimally adjusted
to remain below 10, provided that the voltage V does not reach 4.2
volts.

Safe deceleration of AVs. Consider a scenario of coordinated de-
celeration for stability and safety in AVs, where both wheels and
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Figure 10: Enforcement of Wheel and Motor Control Signals
against Safe Deceleration Property

motor controls slow down together, helping avoid sudden stops
or imbalances. It is a dual-redundant safety feature: The wheel
subsystem must ensure that its value does not exceed 30 within
the timeframe and ultimately reaches zero between 5 and 10 sec-
onds. Simultaneously, the motor control subsystem has the same
requirement. This condition is formally represented by the prop-
erty (w < 30)U[s510)(w = 0) A (m < 30)U|519)(m = 0), which
indicates that both the wheels and motor control must ultimately
reach 0 within a time frame of 5 to 10 seconds while maintaining the
values no larger than 30 until then.

The results of our experiment are depicted in Fig. 10. These
results illustrate that during the interval from 5 to 10 seconds, the
wheel (w) and motor control (m) are minimally adjusted to remain
below 30, provided that these signals do not reach 0 volts.

6.2 Scalability Evaluation

To assess the scalability of our approach, we conducted experiments
in which we progressively increased the complexity of the signal -
specifically, the number of violation points in the signal - to examine
how enforcement time is affected. The results, presented in Table 2
for the three scenarios mentioned earlier, show that the enforcement
time (measured in milliseconds) increases linearly as the number of
violations grows. This behavior is consistent with the predictions
of our complexity analysis.
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Table 2: Experimental results with varying violation points in the signal

4o Safe stopping of AVs Safe charging of AVs Safe deceleration of AVs
len(o) time(ms) len(o) time(ms) len(o) time(ms)
2 8 0.077 7 0.079 9 0.111
4 12 0.078 11 0.091 13 0.131
6 16 0.138 15 0.113 17 0.169
8 16 0.099 19 0.175 21 0.209
10 22 0.132 21 0.182 23 0.218
12 22 0.135 23 0.170 22 0.238
14 28 0.196 24 0.181 27 0.284
16 32 0.175 33 0.247 25 0.244
18 26 0.148 31 0.236 35 0.339
20 24 0.142 29 0.216 27 0.268

len(o): the length of time word encoded from the signal; #o: the number of violation points in signal

Overall, our method demonstrates robust capabilities in runtime
enforcement for signals against properties specified using STL. It
ensures compliance with requirements for soundness, transparency,
and minimal modification across all scenarios. Moreover, it exhibits
high effectiveness in managing complex signals, indicating that the
time required is minimal.

7 RELATED WORKS

A framework to synthesize enforcers for reactive systems, called
shields, from a set of safety properties was introduced in [6]. The
uni-directional shield observes inputs from the environment and
outputs from the system (program) and transforms erroneous out-
puts. It considered untimed properties expressed as automata.

Authors in [21, 24, 25] extendes [6] and considered bi-directional
runtime enforcement for reactive systems. The enforcer presented
a monitoring framework which monitors both the inputs and the
outputs of a synchronous program and (minimally) edits erroneous
inputs/outputs in order to guarantee a given property. In [21, 25],
the properties are discrete properties, expressed using a variant of
timed automata called Discrete Timed Automata (DTA) and Valued
Discrete Timed Automata (VDTA). These are TAs with integer-
valued clocks.

Most existing RE methods focus on properties specified by au-
tomata [22, 30]. Basin et al. proposed an RE approach for proper-
ties expressed in Metric First-Order Temporal Logic (MFOTL) [13],
building upon their earlier work on runtime verification for MFOTL
[4, 5]. Properties defined in MITL can also be enforced by trans-
forming them into automata [29]. Several studies have explored the
construction of automata from MITL specifications [11], and this
idea has been adopted in controller synthesis methods as well [17].
Our work similarly leverages this transformation approach.

When using STL as a specification, several frameworks have
been developed for monitoring STL properties. For instance, the
framework in [19] automatically generates property monitors that
can verify whether a given signal, with bounded length and finite
variability, satisfies the specified property. However, this approach
focuses on offline monitoring and does not address signal correc-
tion when the property is violated. In contrast, the authors in [33]

propose enforcement (i.e., signal correction) specifically for self-
driving vehicles, relying on a predictive model of the environment
constructed using the vehicle’s sensors.

Another approach to ensuring that a given CPS satisfies a speci-
fied STL property is controller synthesis. Raman et al. introduced a
method for encoding the STL specification into MILP [27], which
was subsequently used to synthesize robust controllers [28]. Ad-
ditionally, Control Barrier Function-based methods have been ex-
tended to synthesize feedback controllers that respect STL speci-
fications [16, 18]. More recently, Su et al. proposed a method for
synthesizing switching controllers for CPSs that consider both con-
tinuous and discrete behaviors in relation to STL specifications
[31].

Our work presents a more general approach to enforcing STL
properties. Unlike existing literature, it adopts a more formal en-
forcement method, where the enforcer corrects the signal while
adhering to some critical constraints.

8 CONCLUSIONS AND FUTURE WORKS

In this work, we developed a framework for the runtime enforce-
ment against STL formula. This framework inputs a signal and
outputs a minimally modified signal that satisfy the formula. Spe-
cially, given an STL formula, we derive timed transducers for the
atomic components, compose them according to the formula, and
apply them to the input timed words, which are obtained by en-
coding the signal. We present detail procedure for signal encoding,
translating STL temporal operators into timed transducers, and an
enforcement algorithm. Our approach effectively enforces a signal
against an STL property on CPS.

As in [21, 24, 25], we plan to extend the work to accommodate
bidirectionality and also extend the framework for more general
STL formulas.
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